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Detecting Fraudulent Survey Respondents

What is the change?

Qualtrics® will be migrating to a new system for detecting fraudulent survey
respondents, deprecating the current third-party integration with RelevantlD. This
change will happen June 15, 2025.

You may need to adjust some of your existing workflows due to this change.

« The existing RelevantlD embedded data fields (Q_RelevantIDDuplicate,
Q_RelevantIDDuplicateScore RelevantID, Q_RelevantIDFraudScore,
Q_RelevantlDLastStartDate) will start using default values instead of calling the
third-party to compute a score. Any branch logic dependent on a non-zero score will
no longer take effect.

« Survey Options will now include two toggles for detecting duplicate respondents:

o One will configure browser cookie detection used by “Prevent Multiple
Respondents” feature, which will continue to function as before, allowing
survey creators to determine the behavior when the survey is first loaded by
arespondent who has that cookie.

o A new “Detect duplicate respondents” toggle will be added to configure the
behavior for likely duplicates, as detected by running a proprietary
algorithm when the survey ends. This toggle can be further customized
with the option to either flag the response with embedded data or screen it
out. Surveys that previously enabled “RelevantID” will automatically
enable this toggle and be configured to flag responses that are likely
duplicates.

e« A new embedded data field called Q_DuplicateRespondent will be added to
responses after they are submitted, with a “true” value to flag responses detected
as a likely duplicate under this new system. This embedded data field will not be
available for branching logic within the survey in order to improve the accuracy of
detecting duplicate respondents. This embedded data field is only added if you
decide duplicate responses should be kept, not screened out.

What action do | need to take?

If you have any configurations in Qualtrics based on the existing RelevantlD embedded
data fields (Q_RelevantIDDuplicate, Q_RelevantIDDuplicateScore,
Q_RelevantIDFraudScore, Q_Relevant|DLastStartDate), we recommend replacing
these by June 15, 2025. Configurations could include branch logic, workflows, data
filters, and reports filters.

« The new system is already available and flagging responses using
“Q_DuplicateRespondent.”
« Filters depending on the existing fields will still be functional for old responses,


https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.qualtrics.com%2Fsupport%2Fsurvey-platform%2Fsurvey-module%2Fsurvey-checker%2Ffraud-detection%2F%23RelevantID&data=05%7C02%7Cmgjones1%40lamar.edu%7Cc80f9a7abb274fb6d0ac08dda9121b69%7C8cf8605bf7b2482486fb604423c32395%7C0%7C0%7C638852617454028640%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=xwm2%2B%2Fi4kR%2F0ZTXbNsroWwAWeZnENZ6yD%2BRrhLf5klE%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.qualtrics.com%2Fsupport%2Fsurvey-platform%2Fsurvey-module%2Fsurvey-checker%2Ffraud-detection%2F%23PreventBallotBoxStuffing&data=05%7C02%7Cmgjones1%40lamar.edu%7Cc80f9a7abb274fb6d0ac08dda9121b69%7C8cf8605bf7b2482486fb604423c32395%7C0%7C0%7C638852617454061961%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Z6e%2FC2fJIBI2OTibPYk3iJ%2BggSLOoBBJ%2B%2Ffs6g6yddQ%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.qualtrics.com%2Fsupport%2Fsurvey-platform%2Fsurvey-module%2Fsurvey-checker%2Ffraud-detection%2F%23PreventBallotBoxStuffing&data=05%7C02%7Cmgjones1%40lamar.edu%7Cc80f9a7abb274fb6d0ac08dda9121b69%7C8cf8605bf7b2482486fb604423c32395%7C0%7C0%7C638852617454061961%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Z6e%2FC2fJIBI2OTibPYk3iJ%2BggSLOoBBJ%2B%2Ffs6g6yddQ%3D&reserved=0

but newly recorded responses will not be included in such filters. Consider
updating any filters used to detect duplicate responses with the old
“Q_RelevantIDDuplicate” flag to also check for the new “Q_DuplicateRespondent”
flag to detect duplicate responses detected by both the previous and the new
implementation.

o Please note that the “Fraud Detection” score is being deprecated and will
not be recorded for new responses.

What if | have questions?

If you have a question about RelevantID, please visit the Fraud Detection support page.
It's also always worth checking the XM Community to see if any other users have the
same question. If you would rather speak to a specialist, our Support Team is always
ready to assist. To contact them, please file a support request from your Customer
Success Hub.
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